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ABSTEACT

The Seif=Feconciling Evidential Catabase (SED) i a tood for
intelligenes mpalysis that combines » oumerical upcerminty
calewbug with & process of higher-order ressening about
knowledge and asiwmptions. SED includes {1) a matural rep-
resengution of evidential argoments in ferms: of a mormal or
firsi=blush reaction to the evidence plus a set of exceptiom
epadithans, (1) o modeling technigue thet drastizlly seduces
the pumber of mssessmemp required o bueild complex argu-
ments, and (3) & precess of resclving conflisr ameng compel-
ing argument® by examiniog and revising assumpiions that led
to the conflict rather than by seatistically appregating. ._

L INTRODUCTION
The Probism

It is far easier 1o dizpmose the reasons for en intelligence
failore sfier the fact than it & o preveni ome befosehand,
Success o fallure seema 10 hinge 08 analyin--noLcing sig-
nificant dsm in & background of pome, assessing lheir
reliability, or finding a patiern that filkk in gaps and resalwes
imconsistencies--25 oft=n as it does on the collection of datm
per se (of., Laguear, 1985 Burrows, 1988), Vet ihere mre no
easy prescriptions for these masks

* AR aEE1yel should aveid "hiases™ bul must abo draw offes-
trvely upda koowlsdgs of the topic amd ared. That
koowledge [(if it is usefel) will certainly predispose the
amalyst toward some hypotheses and away from others.

= Almost any data may mean something other than wiat they
seem, dee o decepticnm.  Sensitivity o the possibility of
decepiion, however, can lesd 1w disregard of genuine
evidencs.

» [Iowolvement with policy makers may, on occasions, lead to
interpredacive errors==e.§,, 8 “Cessandra® imade {worst-
case] or the oppasie,’ “Pollysena”  Yerd {rom
policy makers may lesd 1o irrelevance “Shdfps gaps bn
COVETARE. A&7

The answer, It js essy 0 sy, lies in balemer  berween amer=
tich to theory and respect for gwidence; betweon exXiensive
subitamtive kpowladge and béiln,: réady, if necestary 1o ques-
ticm the assompiions embedded in ig i.-'ﬂﬂ ficzlly, between
divergent snd canvergent modes of ihosphis-genesating and
taking seripmily altermative possibilitied; even comparing and
ﬁn.l.rl.rl.'iu; alternative models and types nrl'Jul:r:iI:, and el
im the emd n-:l'E‘n,'.rl'ng a r:uuun.'hh {and remscmably definitive)
canchuzion,

The problem, of cowris, 18 how 10 schiewe swch balance im
practical terms. Few would clakm that currestly available
wals supply all the help thal is eesded, Specialized tech-
nigees {e.§., critical-indicators analysis, throw-weighs
snalviis, "crabi-olegy™) do mot address the general probiem of
combining evidence and aralyses of diverse rypes. Ceneril-
porpose iools (e.g, databass pyseems, spresdshests, hypercard),
though uwseful, have little 1o offer that bears eaxplicitly on the
distinetive problems of inference. The mos promising sousce
of help may lie in wechnodogies for hasdiing UBEEFLRIBCY (a1
bave besn iatroduced by sotisticians and by exper? syitem
builders. Yed these sufler Trom 8 variety of drawkbacks:

# The meaning of numerical asssssmens §5 ofien woclear,
andd mumerical representtbons of inferestial arguments of-
EED BBEM URNATUNR],

# AN enormous oumber of asessments is required evea in
gimple problems.

+ Stapdard mmference methods respond mnadsguetely boath e
the challenge of smimulating alternative points of view
divergesce®) and 1o (he requirement of resolving them im

mingful Teskion ("cosvergemoe”). Computerized sys-
teme ase nod “inelligens® emough to posiin the kind of
balance that che anxlyst must achieve.

Until all three of these probliems are addressed, computerized
gids for intelligence analysis are likely o be io0 confusing.
o ineemplete, and too infleaible.

wr '

The present report described @ symem that addresses thess
probiems directly, SED (Self-Recomciling Evidential
Dratabaze) brings togeiker nspects of two approaches; (1) sym-
balic techzigues for stresiuring arguments and for-the adop-
tion, wtilization, and revisicn of asumpiions; and (2) mathe-
matical echnbqwes for combining and prepagating the impact
of evidesce, The result, we hope, i nod just & bybrid, but 2
desper synthesiz. a syfsen that i both compatible with 1k
way apalysts would naturslly spproach & problem and al the
same tme likely io yield improvements, In brief, SED bas
the following leatures

« 2 nataral approach bo fgEmEnt construction that meludes
both AR Imitial “automatic” tesponses o evidemcs and a
capability -for drawing oo more Jdeesiled snd flexible
models whers approprsane

v a mewkod for creating complex numerizal srguments that
avpids the wepal eomblntorial explosson®@nd requires anly
3 small sumber of sample pssessmenis and



« & capability nod o@ly to whe arguments in reasoming., bat 1o
Teasol abeed! ihe arguments and io revise them in light of
their performance. While it has been cusipmary i regard
sumerical &Glculi and asumption-based ressoning as com-
peting methods for handling uecermelnty, SED sssochuies
numerical srguments with ibhe sssumpuions wpan which
they depend: conlliet among different pseces of evidance is
resalwved mof by blnd eatigneal ntegration but by ex-
mmination of the aisumptions that led 1o the conflict.

We will briefly describe eack of these feprores in Tern. The
cament SEDF protelyps operaies o8 sn IBM PC/AT deskiop
compuoter, 11 utilizes the mast recent version of mn inference
system <calied the Mon-Maonotonic Probabilist (Coben |586;
Cobes, Laskey, and Ulvila, 1587), which combines aspecs of
both numerical apd non-numesical RpEPOREhES B0 URSETERIRTY,
MMF i@ implemented in Golden Commos LISP by meass of
the Beliel Maimenanse System described by Laskey and Lekh-
mir (o preds). A more dedaded desgription &f SED may be
fownd in Cohen, Laskey, Vane, Mclotyre, and Sak (1985 A
discustion of differsnt conoepts of uncertainty and & theoneti=
tl.le Ein;-l; for SED may ke fousd i& Cobken, Laskey, and
wilg, 1 :

. BUILING ARGUMEMNTS
At the highest level, SED organites information by msiees, ie,

1opics, guestions about those topics, and potential mnswers
LS

IESLUE TOPIC QUESTION AMEWERE
=i Krasnoygrsk  What is it Local defense
FRar function? Early warning
Space tracking
(ber nos-ABM
g Ermsmoyarsk Wil the Soviesx  Yes
radar agres to ko
dismanile if?
W3 Bowier How many have 0

FUpErECnic been delivessd  [=10
arreralt i Latin £1=100
Americal 100
L Codumblan What will be <E1M
herois its foreign S-S 10

exchange value  501M=330M
{im carrent PS5 S20n-50008
5)in 5 wears F10034s

Al the lowest level, SED organizes infermation by repors,
iz, evidence [rom smellices, informants, open SouUrces, 852,
Arguments, which link reporis 1o Eswes, and iSsues o odber
iszues, are the heart of SED. Esch srgumest jopparts o par-
ticular position on an bBsee Q-

TOFIC QUESTION
Krasoovarsk rader What Is its
fepstion?
AMSWERS
Local defense
Exrly warning =
Spece tracking .
Diher Nop=ABM =
- 1.0

Here, 1he evidence demonstrates that the redar’s funcibon b
aol becal defense, Le., it is either early waraing, space tragh-
ing. or same other non=ABM purposs; Bul the svablabie
evidence if wnable 1o discriminete Turther among thess poi-
sibilitiet.

In SED, the amnalyst is encouraged to smie the recsons why &
given cenclasion might (or might net) follew from o pas-
ticular pisce of evidemce==not simply & pumber mERUTInE the
degree to whith the comclusion iz mssooiated with ihet
evidence, Beliel regarding an mswe |8 slways determined by
OB Of EirE AFgUmERLS.

A ey lemture of SED'S epproachk is the phasing of srgument
construction ko Fil the nateral smges of an apalysts ressoaing:
iLe., o Tirms-blash® or "normal” reaction o the evidence (which
we cull m "core pozitios™) it Telkowed by specification of a st
of possible disrupting fasctors, For exasmple, photographic
evidesse thay there ore no signifscan military bases or ather
mssels pear the Krmsnovarsk radar wouald mormally Segpes kil
its function & net 10 support & kpcal ABM defense, Linoe there
Ere po assels io prolesl. B this inference fails i (i) assets
are plazned, bot oot vet bailt, (i) sssews consist of mamrsl
ressunces Gf §0Ene oiher non-man-made featune, (ik) asseu ane
camouflaged or buried, (iv) the function of existing structures
kas been concealed, () the pholo anslvsis was badby done,
g1e,  Twpheally, these exception conditions are assumed [alse
in the aksemee of direct evidence ome way or Che olber, until
and wniesz the "pormal” [nrerpremtion of the evidence runs
inty trouble (ie., cooflicn wilk the position supporied by
some other line of reasonimg). SED thus focases attention oa
se evolving understandimg of the gqualimiive meaning aod
rellatitiny of evidence, as oppossd b0 cur-and-drisd numerical
anesgmess af evidence stremgih,

The constrection of as &rgument in SED falls into patural
phasex

» Eiep (1) & an imitiel Tece=value or “pormal INEEpTEIaLIGh
of .the evidesse. It comsises merely of specifying the
evidence and o core position on ike focal imsee that ssems
1 follow from it. For exampbe, the firsi-Blush meaning aof
the satellive photograph showing no akeelE DeRr Koras-
novarsk is that the fencdon of the radar is not
Iocal defemse:

[ Fosirion |- corz

Argument 1 af 3—

Kraznoyatik What is s
radar function?
Lical defenss
Early warring - I
Epace tracking i
Other non-ABM ¥
Caore Support 1.0 }n
—| FREMISE Ir 1af 1—
Earelline Are Thérs ESIELE
Fhata pear Krasnoyarsk?
I
Yes .
bea
CORE




The ARGUMENTS screen, ms illusirated bere, i divided imba
Iares peres

L The fessl opic, guettion, and answers:

HNuamerical measares for subsets of answers to the focal
lssue; and

I, Tepi, guestion and answers for a premie,

= Seep (1), invalves Meshing ou the cors argament wilth & st
of background préfmaiel. Betkgrownd premises are meoes-
sary for the normal fimkage befwesn the evidence and ibe
core position, even though they may have limke or no
rebevarce 10 the focel ixswe taken By themselves. For ex-
ample, E there were & Soviel plas to build asseis near
Erasnoyverik {£.§.. & large military baze], then the failure o
observe carrent siseis woubd lose s significance. Thuas,
we have as a premise in the core argumerni, the propasition
that mo mew asseds are planmed:

— FISITION |——L0ORE————-——Argument | of 2—
K rasnoyersk Whas bs i
Fadar [amstioa?
Local defense
Early "I.I'.Dj.n.:
Space tracking
Cker noa-AEM *
Care Support 1.0
—{ PREMISE 2of 10—
Ersmayarsk ATE piseis
radar planped but
not budli?
Yes
M -
CORE

Divergemd Redroning. In intelligence analysis, as in any in-
ferential activity, there is sometimes a t=ndency 1o overlook
poteniial weaknesses or sources of wncerminty im a favored
hypothesiz, In fact, expesimernal data, with experienced in-
telligence officens performing realistic intelligenss tasks, swg-
gesl that apparently discomfirming evidence may be dxm-
regarded ar even comstroed & supporiing as indtal kypothesis
(Toleodt, er sl., 1987). SED counteracts this tendemsy by
fesuging atiention om the ways in which an argumest sould go
WTOng.

There are 3 variety of questions the acalyst can ask himsell w
stimualane generation of exception conditions. The simplest is:
"Under what conditions would this argument be valid? aor
“What else must be ibe case for this positon o actuwally follow
from this evidesceT™ A mone powsrfel method & a techindgue
that we¢ cali Conflict Ressletion (Cohken, 19E%: FPhillipg in
IFLSAMED, 1932). The amalyst is asked to suppose
hypothetically, that the core positics B sed tree and explains
how that cowld be. An effective trick if 5o imagine 1k &n
infallitle ervstal ball savs the core position s fals even

3=

H

thi evidence is truz, bat Oy i also false! Az m ruul't. (15
apalysl devines 8 new eaplanavion, Qs Again, ike crysl ball
sells ham Oy i Talse; and 36 o5, The anklyvir B thus prompled
w0 act as his own Devils Advoeate, exposing hidden assump-
tions and exploring altermative painks of view. The resull is
typically o long (and sometimes surprising) series of gualifica=
tions an the origisal srgument e.g., report B memns position
P ualess qualification= 1, qualification-2, eic.

Experiments with this techaique in imerviews with Army in-
telligence ofTicers show ihat it produces a rach harvest ol un-
expecied inflormation. 0f was mof wnuosuil, for example, B0 ob=-
min nemerous additkonal mrgument premises by means of the
“grysexl ball® slwer more direct guestioning of an analys: kad
ran eampletely dry. 18 one inswancs, afier sssesseng the prob-
ability of a conclusion as 1.0, an apalyst was able {by means
of the crystal ballj to gemeraie & different excepiion comdi-
tions with an avernge assessed probability of A0,

in gensraling exceplion conditioni, aEalyiE must rely besa and
less om aulomalic respomses, or esily acossible knowledge,
and begin & open up "compartment™ of knowledge thal are
ool part of their érdinary reaciios b the sikuatkdn. Thew
must become increasingly detwiled in their examination of the
causal or analytical processes thai link ewidence mnd conclu-
shan, if shey sre w0 continue Rdding to wee Hst of exception
canditions in which those processes break down, A ferther
stimufus in this process, therefore, & fof the analvil 1o makes
explicit (perhaps in grephic form) the camsal or amalytical
models wnderlying an argument.  The crysal ball cechnbges
can be applied in ture o sach sate of the csusal or snalyeical
prooest.  Moreover, chants of this sorl cas evolve inlo generic
models that underliz 2 variery of related inferences.

* Swp (3) simply adds an sccoent of what happens 1o ke

pozition supported by ihe srgumest when 3 backpground
premise is False:

—|I’DISIT[W —=CORE—ENCEFTIONS—Argument 1 of 2-

Krsooyarsk Phat is its
FRiar fumction?

Local defens Q

Early warning * 1]

Space trackieg  * ]

Obier mon-ARM * a

Core Suppoct 1.0

-—II FREHISE I| 2 of 16—
Eorasnoyvarsi ATE RESELE
radar planned Bul
not buili?
Yis -
Mo L
CORE EXCEFTIONS




The star hexl o “¥Yes* corresponds io the excepiion condition:
new maseds are planesd, Above I im the same column, circles
represent the impact of thel sxceptsnn o8 the poalibon sup-
parted by ihe argament. 1 this case, circles ame mext o all
four possible answers. 17 new assets wers planned, the fune-
tipe ol bocal defense cowld no longer be exclwded. and the
evidence could mo longer discriminate among amy of the
hypotheses.

1 _ECONOMY OF ASSESSMENTS
Cualizetive Judemepis
In & SED argement, the core positien 5 wrue W 2l the
premises are tree,  Bur whar position on the Tocal Esue ls
supporied if one or more of the premises are Talse? Om the
fwce of if, this womld seem 16 place as imordinate assessmest
berden on the analysi. For an argument with n premises,
ibere mre on the arder of M combinations of truth and Falsity
of the premises (i they ore bimary) for each of which a posi-
uom on Ghe focal ssue would have t© be specified. In a
Bayesian model that conditions cne variable on maoliiphe ocher
varizbles, @ probability must be assessed [or every valee of
ile first varfable comditional on every possible combimarion of
wvilwes af the other varinbles (eg.. Pearl, 1966 Problems cam
gamelimes be srrestared B0 RS W pnEulate some variables (rom
the influense of some oihers, bul substantial gains in eeanamy
are by mo means guaramtesd (cf., remarks by Schum, 1980)
One way fo reduce the assessmemt burdem, of course, is to
seduce ke number of wvariables thot sre imcloded., The ex-
ponertial growth in required sssessements s perbaps a major
reason why mdsl approaches 1o imlerence do not actively em=
courage, a5 SED does, the process of making background
variables or exdephion ocondaticns exphcil. Al & pEulL,
however, the reasons for wncertainty are less well undersiood,
and ismwes that may become crucial ai o later point (e, 0
resodve eoallics) are simply sveraged out of the analysks,

A key Teature of SED is the compacimess of its represamtalsng,
and the resulting ease of aszemment.  SED makes sdding
bsckgrousd varisbles virtoally painbess, even in the absence of
elaborate strustures, It does 5o by explodting the idea that an
exception conditios has ealy ene impser on & glven
argument==redocing its precision--and that such impact &&n
ofien be regarded w5 independent of the impact of other ax-
ception conditions, Thus, for each background premise, the
ealy reguokremeny i5 10 specify whick spswers o the focal
isswe could B0 longer be discrimicgied from one apather iF
the premise were Talss, This it done simply and gualinacively
by placing &'s m=xt 1o the appropriate subsel of aRswers.
SED talces thes: astessments, together with the core position,
and sutematkzally caboubaies the posktion supported by each
combination of trath and falssty of the premises. To do o, it
simply takes ik= union af the core position with the subses of
angeers asocianed with the false premises.

For example, sopposs the analyss ket an argument 1o the ef=
fect that the fonciion of Krsnoyarsk madar is space tracking
based on satellie photographs of the radar equipment.
Among the premises of that argument might be Essampiions
about the state of Sovist techhology and the technbeal choices
that Soviet enginesrs would make 1o solve varioss probiems,
In partbcular, suppose ane background premise is do the effect
skt this type of radar would nol be osed by the Soviets for
purposes of early warning of missile amask, IF isls premise
were wrong, the argument would oo losper be able 19 dos-
criminate space tracking from early warning. Another
premise might be that the observed equipment is real radar
and mot 8 mock-up pleced there for purposes of deception, IF

wills

this premise were fobse, the srgument could mo longer dis-
eriminace apace racking from eiher non-ABM. To the exien
that both premissd might be false, the argament (ails 10 din-
crimimate amang all three postibililies: early warning, space
iracking, and other moe-ABM.

When there are n premises in an argument, SED requires only
n & | Essessmmenis;  the core position plus sm exception condi=
won for each premize, IF sil combinations of seswerzs o
premige bopic/questions hed specific signifscance, tbhe analyst
could use SED 1o create :."TI Brguments, Bug that i1 the warst
case in SED, whereas 5t iz the omly case 16 traditional com=
ditioring models, such & influence diagrams (Skachier, 1988),
Bayeslan causal news (Fearl, 1584), and Bayesin hieraschaal
inferemse (Schem, 1980). The key differemce s in 1he basic
whits of analvsis. A topic/guestion o 4 wariable 1that can ke
various fubseis of amswers oo values The basic atom of
analysis im SED is the relatonship between speciflic walwes of
varinbles: ie., & concrete scenaric or sequence of evemm, By
eontrast, the aiom of spalysls is eredidoesl comditonieg
models B the reltdonship ameng weriabies,

A ratker simple geseralization of the presest approach
preserves the limear relationship of assessmests b0 premises
when the impact of & premise i more complex amdfor
depends on the impace of other premises, ‘We camc (1) allow
an eSxcEpiEan Sondition o opErElE oo ke resulls of appl¥ing
previous exception conditions in a temporal seguence: and (2]
specifly the impact of an exception condition more gemerally;
inssesd of & swbses of snswers within which discrimisstion
can ne longer 1ake plade, we can e § rule thal substituces
one answar or subset of answers Tor asothes.

‘These exsensicns provide a very economical tool for represent=
ing cermin guoite gemernl evidentinl argements. For exampie,
= sranderd seguence of eveno involved in lesrming abous an
evenl of sitestion [rom a hamen soerce b3 the fellowing (el
Schum, 1985k

Ewvent E.I = Perception = Baliaf by = Crvert repart
ooTurE by obasrver ohserver by ohserver
of event1 E;  that E, that E,
necarned necurred

Az noted by Schum (1598%), each state (perception, belief, tes-
umoey) I8 sabpeel 10 exsepise conditions thar insleds both
confusion and kizs. The core position, based en the report of
Ey;, iz that E, cccurmed. But the obsarver may have
misspokoen or be lvings he may hooestly believe that he saw
something difTerent from what he actually saw, becauss of
what be wishes had happened or becawsse ke doese’t remember
accurately; he may have mibperceived the event des w per-
ceptual biases, peor observational conditsons, of limilted per-
ceptual capacities.

The interaction of exception condhicns n examples of this
sort can be effectively represented simply by erdering them
in & wmporal seguence, The position supported by amy com=
bination of excepison comdithons can be foond by working
backward along the camssl sequense fram the evidence [e.g.,
the repart) to the ground truth situation. The procest Staris
with what has besn reported (= the core pogition) and asks at
esch arep how it could kave been gemernted from the previous
step 0 the causl sequence under 1be gives set of exception
conditions  e.g., What beliefs could have led fo the repor?
Wiat perceptions could have led to those belieds? and, What
et sirusclon: could heve led to shose perceptions? Mare
generally, the prosess sufo with Result = e core position
end fmansforms Result at each sfep assording 15 the ap-



propriste axceplion condition rube &t that step, When maltipls
exception conditions are temporally wnordered (wi the same
step), Result becomes the unbor of thelr impecn snd the pre=
vigas Hesult, Result of the end of 1he sequence B (b sup-
parted pesition for kel combinution of conditians.

It can be speculated fhatl any valid example of knowledge in-
wvialves & causal connection of some sort betwesn one's
evidemce and the conclasions one wishes o draw (cf., Shope,
1983; Mozick, 1981). SED (in this extended version) explolis
juck causal CORMECIMORS in B Wery PrEEESLIC way--0o provide
an economical represencaion of rather complex evidential ar-
gumenti. 0 premided can still be socommadated by n o= | -
sessments, i we add 8 specilication of their coasal cader,

Adding Humbery

Azzesiment® (other than 0 and 1.0) are not reguired is SED to
build an argumest (or imdssd an estire sirocture of incercom-
meoied argumenisi bt may, however, be useled 1o dessribe
gradations of support tkar BEuss obEEln via the Rrgsments that
bear om ghem, The philosophy of S5ED i3 v Keep direct
numerical amenmenl gimple and w0 buidd relatively more
complex numerssi] models oa their basis.

Simple nomerical judgment is required oaly for thoss isswes
that ane ot the “edge” of the imference network, ie., issoes
which S&fve 85 premised in arpaments, but oot as focal issues
for other premisss. The analyst need oaly provide 3 usmiber
between 0 and 1.0 10 indicate where ke believes the rruth Dies:

B
— MEITION CORE Argument | of 2—
Ergpoyarsk Ane aszsis plensed
radar beut net bullk
Tes .
Mo w *
Cose Support 3 g

(1) Admdekied by sralpe
{23 Supplied wetoraticelly by SED

The analvst i thi example has assessed g 3% chance that his
current knowledge proves there Is mo plapned consiruction of
mssets im the wicinity of Krasmoyarsi, If the amalyst provides
no further inpuets, SED will awtomatically albocate the remain-
img T0% muppart 1o the set of all amswers, (Yes, Mol ik
there 18 8 T0% chanoe that the analyst's kmowledge is incom-
clugive on ithis issue.

Thiz assesament i= a very simple “belief function® (Shafer,
1976). A baiief fumction is o mexsure of evidential support
that mssigns beliel to jubsers of answers ratker thas (as in
Bayesipn probability theary) to the answers themeglves, As in
probabality theory., however, the sum of sapport for all the
subsets must egual 0, As we hove slresdy seen, beliel fumc-
tioes are usefwl for representing iEROranseE SSMERIRE SUPROT
13 Subests with more thin on® answer meins that the evidence
faili 1o discriminate among those answers. Support assigned
to the subset containing all possible spewers (e.g., in this cass,
(Yes, Mo} signifies che chance that the evidense 15 completely
inconclesive, By contrast, a standard probability approash re-
guires that all the probability someshow be allocated amoop
the Apbsids answeers.

Agiesiments with regard o premisss enable SED b0 penetate
the degree of support implied by srgoments for the isswe of
main concern. For example, Il there were no other premdises
in the argument based on failure o observe Bearby asseos, the
analysl would get the Tollowing revised ponilion:

—== POSITION ——REVISED————Argument | af 2—
Koraznoyark “What is s
radar Tanélion
Local defense "
Exrly warning * .
Spact racking ®
L}

Oilver nom-ABK *

kL

Support  3'1

1 deppliel snesTioally by BE25

The core posktion of the argement (that the function of the
radar B anything but local delense) s supporied 1o the degres
that 1k premise (no assets planned) is supported, To the ex-
vent that the premise i false oF unkpdws, 'he REEUMERL &in
no lomger discriminate local defense frem the other pas-
sibilities,

In more compleated ceses, where mulriple premises are -
signed wvarying degrees of support, SED compuis (1) the
posison on the focal isswe swpporied by edch combroatios of
truth and falsity of the premises, and (2} the aggregate degres
af sappor for (bt positien. The result may be a mare com-
plex beliel Tenction.

There is an afflinity between SED's logical strudtures and
Chafer-Dempsier belief funciboms, since a belief funcrion
guantifes the chance that given evidempe proves or fails
prove & hypothesls, Belsel functions are, therefore, based on
upderlying (rvpecally implicat) ses of jodgments regarding the
reliability of the liok between evidence and hypothesis
(Shafer, 1981b); SED reguires that thess judgments b made
expilcit 2 premises. [n tke process, SED breaks the assess-
menl process dewn o sample componens and  cleralies the
meaning of @ beliel function represER1almL.

= I B

Phen teo pieces of evidence or lines of reascning appear io
kave conflicting implications, standard normative modals
ssatistieslly apgregaie the namerical messures of their scremgth
(&g, by Bayed' Rule, Dempetes’s Rule, Muzzy logks, #1e.). For
example, suppose oo amalyst Bas (1) the photographic evidence
alluded 1o above (that mo significant assets hawe been seen
mear Korasmoyarsk); and suppose he assigned a high degree af
numerical strengih based on this evidence o the posicion Tkt
Ersnovarsk is not intemded for losal ABM delense. Now
suppose [2) & covert human source, highly placed in the
Sovier military hisrarchy, reporis ithet Krasnoyassk dr being
built for purposes of loca] defense. Given Biz previous &x-
perience with this source, the analyst assagms the same high
level of strength based on the mew evidence to the copcluesion
that Erasnovarsk ir imtended for local defense. In numesical
systemsy, these two pieces of evidences will simply cancel ooe
another out, leaving egual amoants of belied &n both pos-
aibilities. An anslvsc, by contrast, is more likely o wonder
why two highly regsrded sowrces ane telling different siories.



He will look for an explanaiion of the conflict and, I he cam,
iry to redeoe it. ESED supporss that process. SED uses con-
flict as & symptom ket semething i§ wrong with one of more
mupumplions that led 1o the conflict (e.g., one or mose sensors,
modelt, human sources, =ic. mre mod 68 rellable B3 suppoded),
and implements a process of Bigher-grder reasoning thal ai-
tempis o reduce com(licy by ressoning abowt the ASIUmpions
of by collecting Murther dais, Coaflel, in shori, it 30 eppor-
tumity o learm (&g, afe there poadible endigéoversd assets
near Krasnoyarsk? 1 there evidense of camouflage? How
truarworthy i5 the iaformant? How credible are his sources?
#c. j=-fid 10 blindly aggregaie. The resuli may be waluahle
information for future use, and often, & more Selinitive pac=
ture al the problem a1 hand.

ASSUmMELINnS

Knowledpe requires assumptions. An anklyst will be jossifisd
il believing mothing a1 all wnless be @ preparmed o 850 ar §f
otker things were true, Ewen in cases of reasonable cerainey,
.. When Ten reliable and andepéndent sources coalirm =
corclesbon, there i the possibilicy of error (satellice
pholepraphic evidense can be fooled; & bumen informany may
ke mished). Wher scurces do not mgree, the dependence o
l‘hlmnli-ul: merely becomes more salient. Mo spalyir ho ibe
ume or resources to rube owi shead of tme all possible excep-
tions to m comcluasion (amd EXceplions t0 thoss exceptions.
eiz. ), In shoet, slibough he may have kenowledge or evidence
regardimg some of the premises of &n megument, seck
knowlsdge will never be complee or completely certain.

BED permis such asiumptioss fo be adopied and wtilized.
However, SED makes a distinction {though only o matrer of
depres] Belween situmptions and firm belisf, An mssamprion
in SED i & belief that iz

{1} constrained by (ikpugh it goes beyond) whan is more
fermly Emown, and

{2) subject o retfaction when and if b comflicts with new
evidence or with lines of reasoning sepporied by ather
AssuImpiions,

Could & rationel decision maker get along withowt assumptions
in this sense? To do so, he would have wo demy (1) that sny
of his numerical judgments of beilef are more (Grmly bassd
than odkers, amd (2] that he would ever retract soch jodg-
mens in case of woexpecied conflict with other lines of
ressnming. 1o &n Gdeal universe, where judgments reflect the
intality of relewant knowledge, such clalems may be plausibie,
Ia the real world, they are nor

The two definitions of sssemption (going beyond firm beliaf,
and suwbject to retraction in case of conflict) cosrespond to
Two complementary ways analyss may chopss 10 aRsess (heir
mtumpliont by uzing SEL:

{1} "Bottom-up,” by starting with a firm assignment of belief
based on knowledge, This form of ssigament may be
0 impreciss g support ah argement which the analys
wishes to make. Thus, the analyst may wse astomptions
wr reallosate belief chay was commisted o o st of pes-
gibilities 10 & proper subser of thowe pasgibilibes,

(2} *Top-down,” by sarting with overall belisf and ipecify-

ing how muech of it iz firm and kow muoch he woald be

willing 0 r#lsiet in case of conflict with other BIgU=

menis. The amivir specifies how much of 1he belsef &n 4

set of possibilities he wosld transfer to a less precise su-

i

perset of possibilities in sase of conflscL

As an example of (1), the smalyst may feel that the argument
based on the Mablere (o0 observe assets near Krmsnoyarsk should
CRITY mone weight, In wraditlonal sysiems, there B po way 1o
recoscile the two jedgments (i) uncermainy aboul whether
futwre psseis are planmed near Kraznovarmk and (i) reasosmble
conlidence in ihe argumant thai the abténce of present assets
rales out local defemse, The analyst would b= compelled
eiher 12 exaggerave his knowledge abowr the former or 1o
relimgudst his confidence (and his sbility w act) on the lener

EED szolwes this problem by making & detinction béiween
wingl it firmly knowm abowl 4 propotition amd the impact it
hai on a camrrenl argument. 18 mmpaci can b ihcreased
provisionally ever what s stricthy warranted by firm beliel.
The 0% support that remabned wncommifted with respect w
the pramise defimed R ares witkin which the analyst B fres
ta make assumations. He may alloeate all or part of i, by as-
sumption, either to Yes or to Mo, by specifying 2 nomber be-
tween O and 1.0 for "% Assemed®; ef.

—| POSITION CORE argument | of 2—
Kraspoyarsi Are plamned bus
redar not budls?
Tes
'..‘-ﬂ | ] L
Core Support i LI L
4 Assumed 1.0t
Final Supparz 1.0

01 Ampewged by enalymt
{2} Bpplied svesanicel Ly by S5

In this example the anabyst assumed ho assers were planoed.
Fimal support of 1.0 i3 egual w0 the core suppeost of 3 ples
100% of 7. S5ED will now generate o more declsive pasitios
for the argument
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What = it
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K rasnovarsk
radar

Local delerse
Early warning
Space tracking *
Cther non-ABM *

Suppart 10

The demarcation betwsen kpowiedge and assgmpiion i5 nod
absotute and fized. Firmnes of knowledge is 4 manes of
degres:  assumptions nesd mof be estirely without evidential
watraot conversély, &ny belief might be recracred under some
circumsiances and thus keve o be regarded a5 an Rssumplaoo,
The lpcmiion of ihe boundary betwsss “firm beliefl™ apd
“assumpibon” §5 this @ maiter of judgment Tor the probiem an
hand, Mevertheless, ihe distinction is a real opes  hére are



beliels the wnalyst i likely 10 bold onio come what may, snd
oiher beliefy that he is more likely o relinguish o ik Tace of
enanibcipared coaflict, The ability o draw such o boundary,
even if it is lsell 8 previzienal ose, iz 4 powerful foal for
capluring crucial miptcts of reasoning abowl evidence.

Resolving Confli

Two very different spproaches o conflicting evidence have
been sdopted by stsdemi of inferemce. In logic-based sys-
temd, i it iz possible o derive a contradiction from ® $er af
staiements, then ome or more of the sisLement: mudl be fale.
Suppase, for example, we 516t fromm the folkowing beliels

Asgument w, I Source A reparts anything, it is troe,
Sdurée A& reporis R,
B implies 5.

Argamen w2, 1 Source B repori anyihisg, it i troe.
Seurce B repore
O implies =5,

From these veo argements, we cpuld ieler an impossibility
ihe truth of both & sad =5, To remove the incomsistency, a1
least one of the beliels respomsible Tor it must be revied. We
know wt are wrong about at least one of the following: the
credibility of Source & or B, what they reporied, or the im=
plications of what ihey repored for 5, 5.

A guite differest approach has been sdopied s SysDems that

quastify and combine degrees of belied,  like probabiliny

E:_ﬁf'.n;nm' logic, or Shafer-Dempsser theory, Supposs we
fmve

Argument =, Sapport (If Scurse A reporis anyihing, i ks
frpe) = 90
Suppory (Source A reporE R) = 59
Support (R imples 5) = 59

Argument =2, Support (I Scurce B reporss anyiking, I i

true} = 59

Support (Souree B reports Q) = 95

Suppert (Q implies -8) = &9

Althaugh it may follow that we have very strong evidesse far
5 and wery strong evidemce for =5, thert B so logical coa-
tradiction, Ewven sirong evidence may be imperfectly corre-
laged with hypoihesss. Legilimate evideotial argumentss may,
therefare, point in different directions as lomg &5 esch aspo-
menl falls short of cosclesive proal. Thus, i i conceirable
that all our origina]l beliefs were correct  both Source A and
Source B are highly eredible; A reported B B reported O the
former b streng evidence for 5 and the later Is sirong
evidense for =5 The mare pertinen) question i whether it i
still plawrible, In light of this conflict, w regard all these
beliels ns 1rwe.

The first approach fo conflicting evidence B epistemic  con-
flict is regarded as 3 sympiom of faulty belisls and is used as
BB CPPOFIUAILY 16 dormect them--by explicisly identifying
pomentially erronsous sieps In the conficting arguments, The
second approach may be lopsely reflerred 1o as stochasric
ooaflict among |mperfect arguments i expected to occur by
chance some pertion of the time, and it is desly with not by
changing the arguments, bor by swaclstizslly sgpregating them
when they both apply.

Each spprosch has virteess Om the one hand, ihe “stochastic”
view, unlike the epistemic, permit gredaviosms of belisf:

-a

morpaver, beliel reviion in episiemic syviems b afies ar-
bitrary since there is mo principled way to select ooe culprit
from mmong the mamy beliels responsible far & comtradiction
(ef. McDermosr snd Doyle, J9ED).  On the other kand, the
siochaste: approach is likedy to “resclve® conflicl in ways thar
Ere unsonviscing and that fail o exirast permanest lemioms
that might improve fuwiure inferences, Resolations of conflic
by stochastic meihods sre rypically either 196 bland or oo
definiiive, In the example above, Since arguments w1 and =2
ane eguklly mrong in support of § and =5 respectively, the
concluison @ equal support for § and -5, I both srguments
hisd be=en 1% certain, theee would have Been 5o determinate
amtwer ot all. The stochasiic spprosch o even more likely 1o
produce owverly delininive resiella, a8 in the following
hypachetical cases:

* Argumenl &1 stromgly supperts hypathesis 5, bur aliows a
very small chance that 5, & correct; argument &2 sirongly
supports hypetbesis 5y bat allows & very small chance that
5. is correct Statistical aggregation (Bayes® Raule,
Dempster's Rule, £ic.) resubis in 100% belief in 5, which
both sowrces regarded 5 highly ulikely (cf.. Zadeh, 1984)

& Argumenl #] strongly supparts & and srgumesnt #2 grroagly
supports -5, bot the degrees of suppars are Dol guite sym-
metrical, eg., ¥ 1w 2 in faver of & for argument =], 9% o
4 in favor of =5 for argument w2, The result a 2 oo |
preponderance of belkel an favor of 5.

& Aseodrdifg to argumest w1, -5 & impossibbe; aceording 1o
Ergument w2 -5 k& favared 1o w1, The resule  100%
belief im 5.

For mosn people, 1hese conclusions will seem a bit premature.
Mot surprisiegly, therefore, the initial respomse 1w oonflicting
§fguments it episcemic, rmcher than stoshastic, Ewen when
eenflicting arguments have been expressed oomerically,
people Ik for restond for the coaflist Did 1 owerestiman
the accaracy or hooesty of ome or both sources? {eg.. Sheuld
[ reduse my belie! in Source A's credibliicy from 99 10 some-
thing kower)? Was I wrong in my understsndieg of what they
suid? Do my conclusioes reafly follow from my wnderstand-
ing of what they 35507 The repalt, hopefilly, i= both o mare
convincing resclution of the comfMicl and an echasosd store of
pirmanen! Knowledge.

In 5ED, pumerizal measores 2nd 3N epistemic response 10
conller are somplementary rather than mutally exclusive.
Conflict resolution & carried out by higher-order processes
that reeson abow guanticstive uncerainty models conversely,
numericsl meszures (rom thoss models provide guidance fos
desigions abowt adopting &nd revising assumptions, The nesull
it a gemeralization of the epimemic approach, & which belief
is graded, comflicr & 8 maner of degres rather than all-ar-
none, and astumplion fevision i mielligenty directed at thoss
beligfs thar ane most likely 1o be in ernor.

Eetorning to the Krasnoyarsk radar example, suppoge we have
the reo arguments: (1) apainst local defense, based oo obser=
valoa of no dfseds and with the assumption that no future G-
sots are planoed; and (3} for local defense, based on the
report of 2 covert Soviel sowres, The anabyel's firm beliel
that the source = relidble = 4 but he chooses to allseare 0%
of the remaining & support o the arswmpion that the saurce
is reliabbe, We cam represent the combimation of these twa
arpuments, with their retpactive assumptions, in the falkowing
WEY



ARGUMENT 1
He
planned |  Conflice Conflict | Mot lecal
asEatE defanss
(30 (V3w b= 123k 3= 09,3k 3= 08
AESume
no conflicc Conflict Hot lscal
planmed defenss
BESETS R LG o= 28,7 Y= 217 - 2]
(.73
Seurce Le AR ETa Bon'E Enow
reliable source e about soutce
{.&) reliable reliability
(.3} (.3
ARGUMENT F

Each cell represents the supponied posbiion and the degres of
support ikat is implied by the rebevant combination af eir-
cumamnces regardimg the pramies of the two arguments. Iz
the sandsrd Belief Function approach, the result of combining
thess two arguments would be 100% belisl iz *noq local
defepse” Conflict, since it represents an impossible sooe of
wffnirs, is disregarded and che remaining cells &re normalized.

I SED. haweves, the total amownt of conflici befween twao
arguments 5 interpreted as evidence that beliefs contained im
those argoments are mistalen,  This iz 8 stmaightferward
gencralization of ihe jogical mrsegy of showing 3 belief o be
falze by deriving 3 centradictson from it Let T be the con-
Junction of bekiefe an arguements | amd 2. If T implies p and
—f, then =T. In SED. T implies a guantitative weight oo p
and =p. corresponding to the chasce ther the beliefs in T
imply 3 contradictbor, In the exampis, the tcial smount of
canflier @8 12 4 28 + 0% + 21 = 7. That weight can b
waken as the chanse that eonflist proves at beast one of the
members af T i ba fals=. I the conflict measare were
smaller, the two arguments could perhaps be left as they are
and comflict resolved sinchascizally (kn effect, by dropping the
imponsible scaves of affaies froem the calewlations), When 1ke
measare i large, Bowever, il may be wiser 15 take 3 eloser
lock at the contents of T.

In order wo resolve com(lics, the anabvir needs to focuz his
peTuliny an thess assumplicns that seem o bear the mest
réipongibility. Thus, SED's COKFLICT screen provides a2
rough decomposition of conflicr intg componemts that are at=
tributable to separate assumpricns

CONFLICT IOFC DUTESTION

-1 Krasnoyark What B ii's
radar funcisnm

CONTRIBLUTION

IO CONFLICT TORIC DUESTION

AR Krasnoyarsk ATE aszeis
Fadar planped bat not

Built?
| Soviet source Iz he relaabis?

The degree of conflics srribumabie 10 ihe msumption that no
future meen sre plansed i3 20 + 21 = 4%  The degree of

- conflict aMribu@ble 10 ibe sssumption aboat the reliabiliy of

e observer & .21 + 09 = 3., These nambers maght lesd the
analyst to drop the assumption regarding futwre mssets
(chereby reducing todsl conflict to T = 49 = 2L  Alerns-
tvely, he might seek sddivicnsl dam w coslirm of deny
either 6f balk of 1be EESemplson,

Motice that ke iwo pssumptions in the above ezample were
mot indeperdent in their impact, Afwer dropping the Pt ai-
samption, the copmribution of the mecond mssumplion 1o Gon-
Miz1 waould B reduced Mrom 30 w0 09, gines parl ol the toml
comllict (21) wat jointly determined. Each meature of am
essumption's contribution to condlict is thus 2 sort of uppsr
bound, comditional om recaining botk the other assempaipss
and Ehe Tirm beliels that &t claskes with.  Assempibons Bave
by definition & kigher preor likelihood of beang in efrof thas
firm beliefs and are thus more Likely 10 Be retracied. Hence
the measure of as alSumplios’s contribution to conflict is bess
ambiguous whes the astumption clashes oaly with firm beliefs
and eot with other esumpikoes; I that cass, it B more
rewdily Enterpretable as the chancs thay canflics proves the as-
sumphios wroag,  Indesd, 0 firm bells eould néwer be
withdrawn, EED might focus exclusively oo the cooflist ate
iribuiable f0 asmumpisors {in this example, 28 + 2] «0% =
S8k Oaly this porties of the corlliey would be rresced epls-
emizally: coalbier due o Firm Belels alope [12) would &l-
wayi be handied siochastically.

For SED, howewer, the boundary between mssumpiions and
fiem beliels is iself sabject 1@ review, A large measure of
confliz, if there were no aisumptiond oF BD LEUMPIERE
chearly identifmble &8 culprits, might very appropriately lead
am analyst o re-examine ihe relevani “firm beliefs” He
might ther comvert o firm beléel into an assumpison by using
the top—down method (e, using the ARGUMENTS screen w
specifly what pertion of the toral belel wes (lrm)  Alierna-
tively, he might add excepticn conditicns to 1hé BFEUMEnt ex-
pressing a firm beliel {22 with the "crystal ball® techmigque].
He might then return 1o CONFLICT to cbserve the potential
effect om conflict of dropplng the mewly defined assumprions.
Conflier resoletion 8 thas an occasiom for the continued
elicitation and relinement of the asalvar's belisfs,

Conoflict can help an amalyst search deeply through a network
of befiefs for o potential cwlprit, and revisions may be made
af gny bevel, In pariculer, conflict resolutior may be 8 walu-
able tood for detesuing decepriom,  Although direcy evidemse
of decepiion i possible {e.g.. overbeird communmications, ob-
servatioa of mo activity at & dummy facility). more often than
not evidence for deception i avallable oaly indirectly in she
form of evidential coaflics. SED 1 & uniguely appropriate
tmal for amsessing the poszibility and the scope of decsption
activitles.

SED embeds npumerical wncertauinty representatsons withia a
process of higher-oprder ressoming. I swch 2 higher-order
process realiy necessary?  Cowld the functions of conflict
resolution be secomplished lesread witkis 3 smndsrd mumeri-
cal caleilus? The amswer is i principle, yes in praciice, no.
To simulate the effect of conflict rescluticm with 4 oumerical
cubculug, it wouold be necessary ip explicitly represent all ghe
gEuations i which ecoafler could aribe snd decide on 2
rezolution shead of time. We would need 8 vast aumber of
exception conditions specifying which other sources and argu-
menls would override & given argument, &.§.,



= Source A it reliable when he reports B wniless source B
reports () and source O repores T sed source D pepors U
of spurce E repors 'V and source Foreports W, of L.

in & nemerial Cramework (8§., Bayeitan or Shaletian), a
huge et of conditsonal asssiiments would be reguired, linking
the elemenis of every ling of reascning to the elements of all
other possible fines & reasomimg. The price of sech o simiegy
cames nod only in the sheer guamtity of imputs and compuwia=
tipeml intractability, bat also in & loss of eswrslness sed
madularisy,

In order o mesmain trastable, pumenical inference models Eypi-
cally treat hypotheses abou! diverss information sowrces or
limes of reasoning as if they were independemt. The resuolr is
& sochestie approach to conflict that fails we extracy the real
significance of conflbzl whee It eccuri, SED schieves the beat
of both woslde It ensbler the analysd 1o bring 1o bear the
conclasions of ooe argument on the evileation of the other
witheut sacrificing the modularity of the different lines of
Treasoning.

& CONCLUTSION

While the diffsculties of collecting intelligence dats mre well
understood, the diffsculties in anslyzing snd interpreting those
dawn are often ovesipoked, There i & growing swarensi,
howegves, That the fuccess ol the overall il:ﬂ!l]i;pl:l:l.ﬂ'l: enberprise
dépends crucsilly on those processes which occur afier the
data have been collected. The present report has described o
ical which is designed o make the imelligence aralyst®s msk
easier and more successlil,

SED embodies promiting technical solutions fo &ll thres of the
problems we deatified i the first section. [t clarifies the
meaning of numerical assessments by emphasizing gualictive
models of kow evidemce i linked 1o conclusipes; it reguires
ocoly simpbe nembers refleciing differens ways Ikat assh
evideniial links could be Broken. More complex mumerical
miodels &re Cheéh aulomatsilly genemaied. SED wards off a
combinatorial explosion of assessments in two wayz (1) by
introdocing a simple method for deriving the impact of mul-
tiple feciors OB & conclesion from assessments of their
separabe impsslE, and () by providing for nom-iedependence
af differeni lines of reasoning through 3 higher-order process
of conflict resolotion., As a ressoli, SED encourages, mather
tham discourages, wsers 10 imbroduce mew factors inie an
mnalysic  pe., to make the ressons for umeercaincy explicic,
Even whes there i no direst Enowledge regarding such fas-
tars, SED permits users to introdece them and, if they wish,
10 adopt assumpaions, Finally, SED does not assume that a
problemm has been solved simply becuuse 3 pumerical mpdel
has been created. It focuses oa the processes that imelligenily
erikle and revise such model;. 'When =0 or more argoments
poant in different directions, SED does not sweep conflict on-
der the reg by ssacistisslly sgpregating them. 0o supporss the
anslyst is & process of re-examining and modifying beliefs
and assumpisons that coniribuied to the conflict.

In most comporerfzed adds thar guastify wncenainry, inference
is eguated with an essentially linear process, in which & model
gr "Enowledge basze® is buili, mumerical inputs asseszad, and
cutpuis generated:
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Zuch an spproachk may ensure comsisbency of imputs and out-
pats with respect to & set of axboms, e.g., probability theory;
the problem is, more thas one set of inputs and owipacs, with
wvastly differeny implications for 8 dechslon, =il be eguslly
acceptable from a strictly formal poist of vies.  Ausamation
of uncertainty handling thus omits the fhinking processes by
means of which an analyst seleces one copsistent s=q of belbefs
oul of &l thoae that are possible, Actusl probabilistkc reaspm-
ing = tvpically higkly icerative: the resulis of cne lise of
restoming are compared with the resulhs ef other limes of
reasoming (or with direet judgment), if there i & dserepancy,
the Inpuit, parameters, and even the structure of the model or
kmowledge base may be revised:
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SED provides direst suppert lor the ieelligent consprucsion
and modification of iefesrence models ia tee Hght af ex-
perience with their application. In effest, SED redefioes
*reasoning™ it is no bonger the blind spplication of an wncer-
eainey mebdel, bur ks crestion and maintesance.
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